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1. Introduction

1.1 Initial situation

This project report concerns the migration of the existing endpoint management infrastructure from Matrix42
Empirum[1] to the baramundi Management Suite[2]. The project was carried out at the Enzkreis District
Administration in Pforzheim, specifically within the Office for IT and Digitalisation. Its aim was to develop
a pilot environment that would provide the basis for the subsequent permanent introduction of a more stable
endpoint management system. The starting point was the existing use of Empirum to manage Windows
clients, software packages, drivers and operating system installations. Although the solution broadly fulfils
the requirements of client management, operational experience has shown it to require substantial

maintenance, be prone to errors and offer only limited scalability.

1.2 Analysis of the existing Empirum packaging

A significant drawback of the existing environment is its packaging process and usability. In practice, the
existing Empirum packages rely heavily on Setup.inf and Empirum script structures. The existing 7-Zip
package illustrates how even a comparatively simple MSI package contains numerous system-specific
sections, variables, registry checks, MsiExec calls, log file evaluations and custom error-handling routines.
Typical constructs such as DoesRegKeyExist, DoesTextInFileExist, RebootRequired and AbortMSIInst
demonstrate that the package logic extends beyond a single installation parameter and must be maintained
using a proprietary, product-specific syntax. An abbreviated example of an Empirum installation script for

7-Zip 24.01’ is shown below; the original file contains 203 lines.

HHHHHHHH R R R

[SetupInfo]

Author = Adm_zensiert ; Package author

CreationDate = 13.02.2024 ; Package creation date

InventoryID = {B488FC15-B28F-4B63-A7D5-C9BD3707D009} ; Unique package ID
Description = Igor Pavlov 7-Zip 24.01 ; Package description

Method = MSI ; Installation method: MSI

Tested on = ; Tested systems could be listed here

Dependencies = ; Dependencies[14] on other packages

Command line options =/S2 ; Additional setup launch parameters



Last Change = 25.07.2023 ; Last change to the package

Build = 0 ; Package build revision

[VarDefInfo]

; <Variable>, <Type: 0=Computer 1=User>, <Allow NULL values: 0=No 1=Yes>

; Definition of user-specific or computer-specific variables

[RepairMSI]
AddMeter -1
; Enable the progress indicator

Call MsiExec /Fvomus "%SRC%\\%VM_InstFile%" ALLUSERS="1" REBOOT=REALLYSUPPRESS
ARPSYSTEMCOMPONENT=1 /gb-! /Li "%MSILogFile%"

; Repair MSI / check all important components / write log
If %ErrorLevel[15]% == "3010" Then "RebootRequired" EndIf
; 3010 means a restart is required

If DoesTextInFileExist ("%RelnstSuccessMessage1031%", "%MSILogFile%") == "0" &
DoesTextInFileExist ("%RelnstSuccessMessage1031_1%", "%MSILogFile%") == "0" &
DoesTextInFileExist ("%RelnstSuccessMessage1033%", "%MSILogFile%") == "0" & DoesTextInFileExist
("%RelnstSuccessMessage1033_1%", "%MSILogFile%'") == "0" Then "AbortMSIInst" EndIf

; If the log contains no success message, treat the installation as failed
Del "%MSILogFile%"

; Delete the log file

[InstallMST]
AddMeter -1
; Enable the progress indicator

Call MsiExec /I "%SRC%\\%VM_InstFile%" ALLUSERS="1" REBOOT=REALLYSUPPRESS
ARPSYSTEMCOMPONENT=1 /gb-! /Li "%MSILogFile%"

; Standard MSI installation in silent mode

If %ErrorLevel% == "3010" Then "RebootRequired" EndIf



; Handle the restart request

HHHHHEHHHRHHE AR

The usability disadvantage is clear. Administrators without in-depth Empirum experience find it difficult to
understand changes to software packages, as installation logic, return values, registry detection and
uninstallation behaviour are defined across multiple script sections. Maintaining the District
Administration’s existing package estate therefore still depends on understanding and maintaining Empirum

scripts that have evolved over time.

There is also an organisational risk: at present, only two of the fifteen employees can ‘reliably’ create, assign
and deploy packages using the existing packaging system. Owing to time constraints, this work is mainly
performed by just one employee. Absence, familiarisation periods and concurrent requests have a direct
impact on turnaround times for software deployment and client provisioning. The technical complexity of the

scripts compounds this risk, as operational responsibility cannot be transferred to others at short notice.

Operational limitations also extend beyond packaging. The current PXE[7]-based operating system
installation process is prone to failures, and patch management for third-party software does not always
provide sufficiently transparent feedback. These factors create additional work when provisioning new

clients and make reliable lifecycle management more difficult.

1.3 Project objective and scope

The project aims to introduce a baramundi pilot environment as a central unified endpoint management
solution. Compared with Matrix42 Empirum, baramundi offers a more intuitive and accessible GUI, directly
improving usability. The project scope covers setting up a bMS server connected to MS SQL, configuring
Windows 11 deployment via PXE, integrating suitable driver profiles and deploying selected standard
software. For the test run, the candidate selected ‘Citrix Workspace App’ (for access to virtualised desktops
and applications), ‘Cisco Webex’, ‘7-Zip (x64)’ (for communication, meetings and collaboration) and
‘Adobe Acrobat Reader (x64)’, together with required components such as ‘Microsoft Visual C++
Redistributable’ and ‘Microsoft Edge WebView2 Runtime’, as the baseline client software. This selection
enables users to perform basic work and communicate on a newly installed client. Native packaging through
bDeploy[5] is intended to make deployment easier to understand and maintain. This reduces dependence on

legacy scripts that are difficult to maintain and improves accessibility for additional administrators.

The project’s success is assessed through a pilot rollout to reference clients. The key criteria are functioning
Windows 11 deployment, successful installation of the specified standard software, verifiable inventory

collection and more reliable deployment feedback.



1.4 Economic aspects of the migration

From an economic perspective, the new solution is intended, among other things, to reduce administrative

turnaround times and thus lower ongoing operating costs.

Publicly available manufacturer information describes the baramundi Management Suite as a modular UEM
platform that can be operated on premises, in a hybrid configuration or as a hosted service. The SaaS
offering is described as a model billed per client, with maintenance included. Recurring costs, maintenance
charges, predictability and tied-up capital are therefore particularly relevant to the economic assessment. The
specific amounts used in the assessment come from the net quotations provided to the candidate by the

responsible officer within the organisation.

Over five years, the five-year subscription model is the least expensive option at €160,200.00 net. It is
followed by purchase plus five years of maintenance at €175,715.00, a three-year subscription at
€187,620.00, purchase plus three years of maintenance at €200,480.00, a one-year subscription at
€221,280.00 and purchase plus one year of maintenance at €231,715.00. The difference from the least
expensive purchase model is €15,515.00 net. The five-year subscription is therefore economically preferable
for the defined project period; purchase models would need to be reconsidered only for a substantially longer

period of use.

Five-year cost comparison (net of VAT)

250,000 €231,715.00
€221,280.00
€200,480.00
200,000 €187,620.00
€175,715.00
€160,200.00
150,000
100,000
50,000
0
Subscription Purchase + Subscription Purchase + Subscription Purchase +
5 years maintenance 3 years maintenance 1 year maintenance
5 years 3 years 1 year

Chart 1: Comparison of quotation options over five years, net of VAT, in ascending order of total cost

Unfortunately, no specific financial comparison figures for Matrix42 Empirum can be provided within this
project report. The responsible IT department employee, who joined the organisation in April 2026, does not
have reliable data on this product. Given the breadth of the Matrix42 product range

(https://marketplace.matrix42.com/de/?product-page=1), a complete assessment of all modules used within



the organisation and an accurate cost projection accounting for the managed endpoints would have exceeded

the time available for this project by a considerable margin.

With around 1,300 endpoints currently supported and maintained by the Office for IT and Digitalisation,
process costs, downtime and general administrative effort are often economically more significant than the
licence price difference alone. A functioning IT infrastructure directly affects numerous District
Administration employees and indirectly affects residents and businesses in the district. Licence costs are
therefore not the primary reason for the planned migration; efficiency and operational reliability take
priority. No extended decision matrix incorporating alternative software solutions was produced. The
decision to use the baramundi Management Suite had already been made, as the responsible administrators
had many years of positive experience with the product. Drawing specifically on this existing expertise
eliminates time-consuming familiarisation and training phases entirely, shortening the project duration and

substantially minimising implementation risk.

2. Technical prerequisites and foundations

2.1 Provisioning the server VM

The baramundi Management Server was provisioned as a virtual machine within the Enzkreis District
Administration’s existing VMware vSphere environment. The VM was first created in vCenter, assigned a
unique hostname and placed in the designated application server folder. This integrated the server clearly

into the existing structure and made subsequent administration unambiguous.

@ Ira-baramund

[T T ——
1

EB-/BVD
Laistwerk 1

Figure 1: vSphere Client — creation of the virtual machine Ira-baramundi02



The VM was allocated four vCPUs, 12 GB of RAM, a 90 GB system disk and an additional 500 GB data
disk for the baramundi server’s future DIP[3] directory, which would store software packages, drivers and
operating system images. Separate disks were deliberately chosen to keep the operating system, applications
and repository data logically separate and avoid resource bottlenecks on a shared drive. Connection to the
production server VLAN was also considered at this stage, allowing the machine to operate in the intended

network segment from the outset.

2.2 Administrative and network foundations

A dedicated security group was created in Active Directory for subsequent administration of the baramundi
server. Following the AGDLP principle, this group was linked to the server’s local Administrators group.
Administrative privileges are consequently managed centrally through the domain structure rather than
assigned directly to individual user accounts. Permission assignments remain traceable and role-based, and

are easier to adjust following personnel changes.

_‘i PR
| Neues Objekt - Gruppe X

“'2 Erstellen in: kreis.de

by | Gruppenname:
| LRA-BARAMUNDIO2_ADM|

Gruppenname (Pra-Windows 2000):
| LRA-BARAMUNDIO2_ADM

Gruppenbereich Gruppentyp
() Lokal (in Domé&ne) (@) sicherheit
(®) Global (O Verteilung
() Universal

[ ox ] avtrechen

Figure 2: Creation of the AD administration group for the baramundi server
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Figure 3: Windows Computer Management — nesting the new AD security group in the local Administrators
group

Before installing and further configuring the baramundi server, the DHCP configuration in the designated
test client scope had to be prepared for subsequent PXE booting of the reference clients. As the DHCP
scopes form part of the central network infrastructure, which is particularly complex and sensitive, the
technical changes were made by the responsible network administrators.

The boot parameters required for network booting were configured in the scope: option 66[24] points to the
PXE/TFTP server at x.x.133.33, while option 67 specifies bootx64.efi[25] as the UEFI bootloader. During
the DHCP exchange, clients therefore receive the server address and startup filename required to initiate
PXE booting. For this purpose, the baramundi server was placed in the DMZ, in the same segment as the
existing servers.

For the pilot, a separate VLAN segment (VLAN33) was provided at the designated RJ45 ports, where the
target clients would subsequently be connected. Test clients could be connected specifically to these physical
ports and automatically received an IP address from the designated address range through the configured
DHCP service. Assignment through defined connection points made it easier to separate the test environment
from the production client network, which had to remain active throughout the project, and ensured that

DHCP, PXE and deployment tests remained verifiably restricted to the intended reference devices.

10
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Figure 4: Infoblox IPAM/DHCP Manager — IPv4 DHCP boot parameters (option 66: x.x.133.33) in the test
client scope
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Figure 5: Infoblox IPAM/DHCP Manager — configuration of the UEFI bootloader (option 67: bootx64.efi)
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As the server and target clients operated in different network segments, it was also necessary to check that
routing permitted DHCP- and PXE-related requests to be forwarded. This coordination is essential for OS
deployment: a correctly prepared boot image is insufficient if clients cannot reach the PXE service over the
network. Following these changes, the foundations were in place for verifiable testing of reference client

PXE booting through baramundi.

2.3 Server installation and initial configuration

Windows Server 2022 Datacenter was installed next, with a graphical interface because local GUI access
was required for subsequent administration through the baramundi console. The IP configuration was then
changed from DHCP to a static address, and DNS resolution was configured to use the domain’s internal

servers.

g ,q] Setup des Microsoft Server-Betriebssystems
Wo mdchten Sie das Betriebssystem installieren?
Name GesamtgroBe  Freier Speich.. Typ

= Nicht zugewiesener Speicherplatz auf Las 200 GB 900 GB

= Nicht zugewiesener Speicherplatz auf Las 500.0 GB 5000 GB
3 Aktualis 1 f Losch ’ T 1

reiper laden — 3 Erweiterr
Weiter

Figure 6: Installation of Windows Server 2022 on the VM’s C partition
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() IP-Adresse automatisch beziehen
(@) Folgende IP-Adresse verwenden:

IP-Adresse: .133. 33
Subnetzmaske: 255 ,255.255. 0
Standardgateway: . 133 . 254
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Figure 7: Static IPv4 configuration of the virtual network adapter (vimxnet3)

3. Installation of the baramundi Management Suite

Before the baramundi Management Suite itself could be installed, the required runtime environments had to
be provisioned on the server. These included the Windows Desktop Runtime and the ASP.NET Core
Runtime[13] in the appropriate 64-bit version. These components are required for stable operation of the

graphical console and server-side services.

1 windewsdesktop-runtime-B.0.26-win-rid 52006 06:27 A

E’ aspnetcore-runtime-3.0.26-win-xbd

Figure 8: Provisioning the software dependencies (.NET Desktop Runtime and ASP.NET Core Runtime, 64-
bit)

3.1 Setting up baramundi management accounts

Before the database could be configured and installation of the baramundi Management Suite (bMS) could
begin, the necessary management and service accounts had to be prepared in Active Directory. Without these
identities in place, successful installation and subsequent operation of the system are technically impossible.

The baramundi architecture fundamentally relies on various background processes, such as the bMS server

13



service and PXE service, continuously performing administrative actions on the network, on target clients
and within the SQL database. As these services can neither start nor communicate without valid security

contexts, provisioning these accounts in advance is a critical system prerequisite.

Dedicated accounts serve two essential purposes: they enable the suite to function technically and ensure
compliance with the principle of least privilege. Server actions, client access and network access are thereby
kept strictly separate and isolated. The three core accounts defined for the project were baramundi_install,

svc_baramundi and svc_baraNet.

As creating domain accounts and assigning network permissions fall within the remit of central IT security, a
responsible member of the Infrastructure department created the accounts as requested and enabled them for

the baramundi server environment.

e ‘baramundi_install’ (server and infrastructure account) was designated for tasks performed directly on
the baramundi server. These include installing agents on Windows devices, storing files retrieved by
download jobs, accessing MSW and patch sources[16] on the primary DIP, providing data for database
import in the FileImport directory, reading BDS files[17], AD synchronisation and creating computer
accounts during operating system installations.

e ‘syc_baramundi’ (installation user) was used as the installation user for server-side actions that must run
within a defined user context. The account performs these actions on the server, accesses DIP$[18] for
server-side processing and can be used to connect to Windows clients in the relevant job steps.

e ‘syc_baraNet’ (network user) was configured as the network user. This account is used when the
baramundi Management Agent[8] needs to access network resources during job execution, for example
in execution contexts such as LocalSystem, local installation user or installation user. It is also used to

authenticate to baraDIP for bBT[9] transfers and DIP synchronisation.

The connection to the existing Microsoft SQL Server instance was then configured. Rather than creating a
new local database environment, the database was to run in an existing, isolated SQL environment. A
member of the Infrastructure department therefore created a dedicated SQL login for baramundi on the SQL

Server.

To protect the isolated SQL environment in accordance with the principle of least privilege, the account was

configured as follows:

No server administration privileges: the login has no server-wide administrative privileges (sysadmin), and

the server roles remain at the default setting (public).

Database-level permission: the account is assigned only the db_owner role for the specific baramundi

database.

This ensures that, during ongoing operation, the baramundi server service has all necessary read, write and
schema permissions within its own database through the bCenter connection[19], without gaining access to

other databases or the global server configuration.

14
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Figure 9: baramundi Database Manager — step 1: connection to MS SQL Server (x.x.133.8) using SQL

authentication

The database connection was secured with TLS. The backend connection was thus fully prepared technically

and could subsequently be initialised successfully.
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e

Figure 10: baramundi Database Manager — step 2: primary data (.mdf) and log (.Idf) paths with TLS

encryption
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Figure 11: baramundi Database Manager — step 3: integration and validation of AD service accounts
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12:24:26 INFO [1}: Created new LocalRunUserPassword

12:24:26 INFO [1): Created new password for key
‘SshCredentialsEncryptionPassword®

12:24:26 INFO [1]: Created new password for key
'OtpSecretEncryptionPassword’

12:24:26 INFO [1]; Created new password for key
'EntraldConfigEncryptionPassword’

12:24:26 INFO [1): Crested new password for key

‘Manag AgentGlobalEnrolimentTokenEncryptionPassword’
12:24:38 INFO [1}: Created new VpnApplianceCertificateAuthority with
Thumbprint 84708037CD6357505070860DFEECASD19038C833
12:24:38 INFO [1): Created new OnlinelicenseBmsid

12:24:38 INFQ [1}: Checking for database initialization tasks ..
12:24:39 INFO [1}: Generating new bServer Connector certificate
12:24:40 INFO [1}: Database initiakization finished.

12:24:40 INFO [1}: Der Server wird konfigurert

12:24:40 INFO [1): - DIP Strukctur ward erstelit F\ADIP

12:24:40 INFO [1}: Initializing database connection

12:24:40 INFO [1}: Database setting from registry: Server tcp:10.153.132.8,
Database baramundi_02. User baramundi_swr, Type MsSgl

12:24:40 INFO [1]: Initialising DataContext for DatabaseManager
12:24:40 INFO [1]: Database [baramundi_02] was successfully activated.
12:24:40 INFO [1}: Maintenance mode activated

12:24:40 INFO [1}: Database [baramundi_02] was successfully created.

Try starting bServer...
Successfully started bServer

Figure 12: baramundi Database Manager — step 5: schema creation and cold start of the main server
service



3.2 Installing the Management Suite

Following successful preparation of the server and database, baramundi Management Suite 2025 R2 was

installed.

@ € baramundi Management Suite 2025 R2 Sefup Assistent

Entscheiden Sie, welche Funktionen von baramundi
Management Suite 2025 R2 installiert werden sollen

= baramundi Management Center
w x, baramundi Management Server
E‘é baramundi License Management
[17< baramundi Cloud Connector
1 &, baramundi Automation Studio
¥ baramundi Documentation
17X (DEPRECATED) baramund: Management Object Language

baramundi Management Center

Motwendiger Speicherplatz auf Laufwerk: 1.22GE
Verfiigbarer Speicherplatz auf Laufwerk: 65 GE

Figure 13: Selection of the baramundi Management Suite 2025 R2 components to install

3.2.1 Proxy connection for the bMS server

Immediately after installation, the candidate configured the proxy connection within the baramundi suite.

This configuration is necessary for the baramundi Management Server to access external update and package

sources through the District Administration’s central infrastructure. During operation, it is required to ensure

the continued availability of automated software updates and definition downloads through the dedicated

PIOXY Server.

Without documentation, administrators may find the proxy settings difficult to locate: the global internet
connection is configured not centrally within network management, but several levels down under

‘Konfiguration>Server>Einstellungen>Downloader’ (Configuration > Server > Settings > Downloader).
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Figure 14: Configuration of the proxy connection using the credentials of the ‘baramundi’ account

Transport encryption between the server and clients was also enabled during installation. Communication
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uses HTTPS on port 443, providing additional protection for connections on the internal network. Once the

services had started, the logical structure was configured in the Management Center so that subsequent jobs,

groups and target systems could be represented clearly. The bConnect interface[4] was configured to provide

secure, encrypted communication between the baramundi Management Server and external network

components, such as the baramundi Gateway for clients used when working from home or external third-

party systems (APIs). Communication is routed through the standard HTTPS port 443. Integrated Windows

authentication is enabled to secure access and process only authorised requests within the domain structure.

As this was a purely on-premises pilot, optional cloud connector services were deliberately left disabled at

this stage.
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Figure 15: bMC interfaces — enabling the TLS-encrypted bConnect interface on port 443

3.3 DIP installation and configuration

The Distributed Installation Point (DIP) was the next logical component to install within the baramundi
management architecture. It supports efficient delivery of software deployments, drivers and operating
system installations in distributed IT environments. As the Distributed Installation Point runs on the same
server as the baramundi Management Suite, its primary role in this environment is to provide installation
sources and software packages. The advantages typically associated with a DIP at distributed sites, such as
reducing WAN traffic or providing data locally in remote network segments, do not apply in this test
environment. It was nevertheless implemented in accordance with baramundi’s intended architecture,

establishing a clear, scalable basis for later infrastructure expansion.

When setting up this component, the candidate was initially unable to establish a connection between the
baramundi server and the Distributed Installation Point (DIP). Checking the baramundi configuration and
reviewing the available documentation did not resolve the issue, so troubleshooting was extended to the

server and network layers.

Following a more detailed analysis and consultation with the supervising specialist at the placement
organisation, the candidate identified the cause in the network configuration of the virtualised Windows
Server 2022. In dual-stack operation, IPv6 addresses were prioritised over IPv4 by default, whereas the
existing baramundi infrastructure was primarily designed for IPv4 communication. This caused problems

with the DIP connection.

To resolve the issue, the candidate adjusted the network protocol priorities so that IPv4 was preferred during
address selection, without disabling IPv6. The following command was run in an administrative command

prompt:
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netsh interface ipv6 set prefixpolicy ::ffff:0:0/96 60 4

Adjusting the prefix policy ensured that IPv4 was preferred. The candidate was then able to connect to the

DIP successfully and complete its configuration.

Integrating the DIP also required permissions to be configured on the corresponding DIP share. Access was
granted to the relevant administrative users and the required baramundi service accounts. As described
above, the accounts concerned were baramundi_install, svc_baramundi and svc_baraNet. These accounts

were given read and write permissions on the DIP directory.

These permissions are required for the baramundi server, installation services and configured network user to
store, update and read installation files, software packages and deployment data in the DIP directory.
Without correctly assigned permissions, package transfers, DIP synchronisation and subsequent software

deployments could not be performed reliably.

e | baraDIP Setup Assistent

Wihlen Sie das Installationsverzeichnis

Verzeichnis:

[ C:\Program Fies (x86) \baramundi baraDIP| ] Witden...
Bentitigter Speicherplatz auf Laufwerk: ¥ MB
verfugbarer Spescherplatz auf Laufwerk: 4GB
Verblebender freier Speicherplatz auf Laufwerk: 54 GB

14310 AN

Figure 16: Installation of the DIP module required to manage the subsequently configured DIP server on
partition F:\

@ Softume

DiP-Server

gt | DE-Sene

¥ dintreg st
o e o Stan o ks Cwinih | s g fadoren THP Grole Gnciriarst - Synchroni stizmaualie

¥ i bese e | e Weawes inafen retrt a.

Figure 17: Creation and configuration of the DIP server
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Figure 18: Account permission assignments for access to F:\DIP

3.4 Defining a logical test client group

The next step was to create suitable logical groups for both the managed clients
(Testgruppe_UEM_Evaluation) and the baramundi server (enzkreis.de). Automatic assignment of new
clients to ‘Testgruppe_ UEM_Evaluation’ was also configured. As soon as they appear within the defined
subnet scope and are directed to the baramundi server through DHCP, the Management Center automatically
moves them into ‘Testgruppe_ UEM_Evaluation’ and initiates installation of both the operating system and

the assembled baseline software bundle (‘Basis-Software-Clients”).

Eigenschaften von enzkreis.de X

Uigbare Profile Unattended Parameter Berechtigungen
Allgemein Wariablen Netzwerk Autoinstallation Bootclient Jobs

Name enzineis de

DIp

|
|
lok . Adminpasswort setren | |
Passwort zur Verifikation |

Kemmentar

Abbrechen Ubemehmen

Figure 19: Creation of the logical group ‘enzkreis.de’ in the environment tree
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Eigenschaften von Testgruppe_UEM_Evaluation X

Verfugbare Profile Unattended Parameter Berechtigungen
Alilgemein  Varablen  Netzwerk  Autoinstallation  Bootclient Jobs
Name estgruppe UEM Evaluation
DIP

lok. Adminpasswort setzen

Passwort zur Verifikation

Kommentar

Dynamische Testgruppe fur das Evaluierungsprojekt. Filtert auf das
isoliete Test-Subnetz zum Win11-und Softwarenpaket-Rollout.

oK Abbrechen Ubemehmen

Figure 20: Creation of the logical group ‘Testgruppe_UEM_Evaluation’ in the environment tree

3.5 Server management and initial job creation / assignment

The best-practice approach is to install an agent on the baramundi server itself. This enables both software
and hardware inventory collection for the server, as well as update management for its installed software and
individual baramundi modules. The candidate first had to add the baramundi server itself to the baramundi
environment using its IP address. The logical group ‘enzkreis.de’ was selected to keep it clearly separate
from the subsequent clients, which were to be recorded in ‘Testgruppe_ UEM_Evaluation’. Once this was
complete, an agent could be deployed to the baramundi server and a baramundi job named

Inventur HW_SW_WMI could be created. This job could also serve as a template for future inventory job

assignments to clients.
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Figure 21: Logical grouping of the baramundi server and agent control in the Management Center
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Figure 22: Adding the baramundi server to the Management Suite environment
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Figure 23: bMC — agent installation on the baramundi server for automated maintenance and inventory
collection
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Figure 25: Assignment of the inventory job to the baramundi server
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3.5.1 Self-management of the baramundi server

An additional infrastructure job was configured for self-management of the baramundi server. It combines
software inventory collection, Windows and Microsoft updates, and Microsoft Defender definition updates.
The suite can thus monitor the management server itself and keep its core components up to date without
mixing these tasks with the client rollout jobs. The screenshot shows the successfully completed inventory

job and the planned steps for update and definition maintenance.
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Figure 27: baramundi server self-management job with inventory collection and Microsoft updates
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3.6 PXE and TFTP services

The PXE infrastructure was prepared for automated operating system deployment. This included enabling

and configuring the baramundi PXE and TFTP services. The TFTP service provides the startup files, while

PXE control itself was accounted for in the existing DHCP and network configuration.

baramunsdi Management Center 2025 R2

@ umgebung

9, Konfiguration B8 Ira-baramundio2 A, PXE-Unterstiitzung ® X

Q\‘f PXE-Unterstutzung
’ Konfiguraton

¥ Einstzliungan

Zugnif

Bootloader

PXE-Unterstiitrung

Allgemein

r
5

D

Erfassung anbieten (Bootmenis)

raowis PE Chents m Gruppe  Testoruppe UCM Eveluatior

PXE-Serve

Akt

TFTP-5erver

Akt L

TFTP-Verzeichnis M BMSOath\TFTPRact

4

Figure 28: Configuration of the PXE and TFTP services in the baramundi Management Center

3.7 Preparing Windows 11 deployment

3.7.1 Integrating the Windows 11 installation media

The next step was to integrate the Windows 11 installation media natively into baramundi. The ISO file

served as the central source for operating system deployment; its install. wim was used as the operating

system image for the subsequent unattended installation. Installation parameters were also defined, including

the edition, target partition, unattended answer file and handling of the computer account.
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Figure 29: Native integration of the Windows installation media into baramundi

3.8 Creating the WinPE boot environment

A dedicated WinPE boot environment was required for PXE booting. Before it could be created, Microsoft
Windows ADK][20], the WinPE add-on and the DISM components all had to be available, as these tools

provide the technical basis for creating and customising the boot environment.

Only after the Windows installation media had been integrated was the Boot Media Wizard[6] used to create
the PXE-capable WinPE environment. The architecture, UEFI boot mode, Windows Kit path, source WIM
and target directory within TFTPRoot were specified. The wizard uses these settings to generate boot.wim,
which is then distributed to the PXE/TFTP or deployment infrastructure and subsequently loaded by the
client over PXE/TFTP.
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Figure 30: Boot Media Wizard — creation of the WinPE boot environment

A subsequent check of the file location confirmed that the generated boot.wim had been placed in the TFTP

directory and was therefore available as a boot image for the PXE/TFTP infrastructure. This file is not the

actual Windows installation image; it is the WinPE startup environment for network booting. Its size of

approximately 427,986 KB is plausible for a WinPE boot.wim containing baramundi components and

network and storage drivers.
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Figure 31: File system — validation of the generated boot.wim in the TFTPRoot directory

After integrating the installation media, creating the WinPE boot environment and making the boot image

available, a dedicated installation job was created for the client operating systems. It groups the steps

required for Windows 11 deployment into a controllable unit for later assignment to the test group or to

reference clients.
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Figure 32: Creation of the Windows 11 installation job for client operating systems

3.9 Creating a baseline software bundle

3.9.1 Baseline client software

As part of baseline client provisioning, a dedicated baramundi job was created to install the standard
software. The applications and dependencies required for testing were combined into a single installation
step. The software packages were obtained through baramundi Managed Software, allowing them to be

provided and updated centrally and used with the appropriate installation logic.
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Figure 33: Creation of a Managed Software job with a defined installation step

The resulting Basis_Software_Clients_Job includes Microsoft Visual C++ Redistributable, Microsoft Edge
WebView2 Runtime, Citrix Workspace App, Cisco Webex, Adobe Reader DC and 7-Zip, among other

components. These components were deliberately provided through a subsequent software job rather than

integrated into the Windows image.

The Windows 11 image and baseline software package were built as separate modules. This keeps the
operating system image lean and easy to maintain, while applications can be updated, replaced or extended

independently. Software changes therefore do not require the image to be recreated and can instead be

controlled through baramundi jobs.
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Figure 34: Assignment of the created jobs to Testgruppe_ UEM_Evaluation

Once the OS installation job[11], baseline software bundle and inventory job had been created, they could be

assigned to the test group. This group assignment formed the basis for the subsequent rollout to the intended

reference clients.

3.10 Driver integration

Driver integration distinguished between two use cases. The WinPE boot environment requires network and

storage drivers in particular, enabling the client to initialise its hardware after PXE booting and reach the
baramundi server or DIP. When these drivers are integrated directly into boot.wim using the Boot Media

Wizard, no separate driver profile is required.

Drivers for the subsequently installed Windows system must be considered separately. Model-specific driver

profiles were prepared for this post-installation stage. They allow suitable drivers to be assigned to a

particular hardware model or OS installation job and delivered in a controlled manner during deployment.
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Figure 35: Creation of a hardware profile for the Lenovo ThinkPad T14s Gen 6
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Figure 36: Manual assignment of the driver path to the Lenovo hardware profile
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Figure 37: Imported Windows 11 drivers within the Lenovo hardware profile

The typical post-installation workflow therefore consists of importing drivers, creating a hardware or driver

profile and assigning it to the appropriate hardware model or OS installation job. This avoids the need to

integrate drivers indiscriminately into the operating system image.

4. Test rollout and troubleshooting

4.1 Test rollout and fault analysis

The prepared Testgruppe_ UEM_Evaluation was used for the pilot. The jobs for operating system

installation, baseline software deployment and inventory collection were assigned to this group. This allowed

the reference client to be provisioned within the defined test scope and its functionality subsequently

assessed. The pilot therefore leads directly into the test rollout and fault analysis.

The prepared baramundi deployment was tested with a reference client during the test rollout. Initially, the

client contacted the existing Empirum server rather than the baramundi server. As this behaviour persisted

despite a checked configuration and the explicit exclusion of the Empirum server from VL AN 33, the cause

could not initially be isolated conclusively within the baramundi system.

Troubleshooting was carried out jointly with the IT specialists responsible for the network segment.

DHCP/PXE assignments, firewall rules and the relevant technical documentation were checked, among other

things. As the Empirum server could not be taken out of service without coordination and without risking



production operations, a four-working-day maintenance window had to be awaited for the cross-check. Once

the Empirum server had been briefly disconnected from the network, interference from Empirum ceased.

The client then reached the PXE phase, but the subsequent startup process did not successfully enter the
baramundi boot environment. The decisive point of failure was therefore not the underlying DHCP/PXE
configuration but the subsequent WinPE initialisation. The WinPE boot environment did not contain a
compatible network driver for the test client’s hardware. Consequently, the network adapter could not be

initialised correctly after WinPE started, even though the PXE process had been initiated.

After the WinPE boot image was recreated and the appropriate network drivers integrated, PXE booting
through baramundi succeeded. The procedure follows the WinPE boot environment creation process

described in section 3.8.

_} baramundi Management Suite Boot Media Wizard X
Liste der Treiber, die in das Boot-Medium integriert werden sollen e
Treiber ]

F:\Treiber\LIFEBOOK_U7411\Net\Intel(R) Ethemet Connection (13) 1219-LM\oem15inf
F:\Treiber\T14s_Gen6_scem_win11\Ethemet\U3ETN16W tu52cx22x64 inf
F:\Treiber\T14s_Gen6_sccm_win11\Ethemet\U3ETN16Wrtu53cx22x64.INF

F\Treiber\T1 45_Gen8_5,ccm-wm 11\Ethemet\U3ETN16Wrtu55cx22x64 INF

F:\Treiber\T14s_Gen6_scem_win 11\Ethemet \U3ETN16Wrtu56cx22x64.INF

F:\Treiber\T14s_Gen6_sccm_win11\Ethemet\U3ETN 16W \tu57cx22x64.INF

F\Treiber\T14s_Gen6_sccm_win11\Ethemet\U3ETN16Wrtu59cx22x64.INF

Entfemen I Hinzufigenl

< Zuriick | Weter > | ﬁbbrechenl

Figure 38: Integration of network drivers into the WinPE boot environment using the Boot Media Wizard

The installation then progressed further, but repeatedly failed during the Windows Setup phase.
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Figure 39: Windows Setup — failure of the unattended installation on the test client

The Windows installation setup logs were then examined to isolate the problem:

e dir C:\Windows\Panther

¢ type C:\Windows\Panther\setuperr.log

¢ type C:\Windows\Panther\setupact.log

1732
17:32
173
17:32
4 Datai(en),

C: Vindows \Panther\UnattendGC> setuperr. log

C: \siindows \Panther\UnattendGC>type setuperr.log
‘§12826-85-29 17:18:45, Ervor
T 2826-85-29 17:18:45, Ervor

2026-85-29 17:18:45, Erver

2826-85-29 17:11:82, Ervor

2026-85-29 17:11:82, Ervor

2806-85-29 17:38:83, Ervor

2026-85-29 17:39:83, Error

Error
Ervror
Ervor
Ervor

C: \nindows\Panther\UnattendG0>,,

[Shell Unattend] ProductXey: '* installation failed (8xBEE708257)

[windeploy.exe] Setup.exe failed, returning exit code [@xif]
[windeploy.exe] Failure occured during online installation; cannot complete at this time [exBee7ea1F |
[windeploy.exe] Setup.exe failed, returning exit code [@x1f]
[windeploy.exe] Failure occured during online installation; cannot complete at this time [ExB2S7e81F]
[windeploy.exe] Setup.exe failed, returning exit code [@x1f]

[windeploy.exe] Failure occured during online installation; cannct complete at this time [exsaa7aelF ]

[mlwm]smnmm,mmmtwh[mﬂ
[windeploy.exe] Failure occured during online installation; cannot complete at this time [@xB887eelF]
[windeploy.exe] Setup.exe failed, returning exit code [@xif]

[windeploy.exe] Failure occured during online installstion; cannot complete at this time [@xBeeTealr]

Figure 40: Examination of the setup logs indicating the missing ProductKey

Analysis of the logs revealed the error message ‘ProductKey: " installation failed (0x80070057)’. The cause

was a missing product key in the unattended Windows installation. A generic Microsoft installation key for
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the Windows edition in use was then entered in baramundi. This key is not used for activation; it permits

installation of the relevant edition and allows setup to complete correctly.
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Figure 41: Entry of the generic installation key in the Windows installation object

Following this correction, the four clients tested within the available time window were successfully
provisioned. After the operating system rollout, the baramundi Management Agent was deployed to the
client. This agent is required for subsequent baramundi jobs, such as software installations, inventory
collection and status reporting, to run on the target system and report back to the Management Suite.
Assignment through the Test UEM_Evaluation group worked without further functional faults. The

operating system rollout, baseline client software deployment and inventory jobs all completed verifiably in

the subsequent test run.
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Figure 42: Successfully completed rollout in the test run, including baseline software jobs and the inventory
job
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Figure 43: Successfully completed rollout no. 2 in the test run, including baseline software jobs and the
inventory job
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Figure 44: Successful client registration in the test group

5. Project completion

5.1 Planned versus actual results

Comparing the planned objectives with the results achieved shows that the project scope was essentially
implemented in full. The on-premises bMS server was successfully provisioned and connected to the
MSSQL database. Server—client communication is encrypted using TLS on port 443, bringing the connection

into line with customary security requirements.

The core functional objectives were also achieved. Automated Windows 11 PXE deployment was configured
so that installation of the target systems could be initiated reproducibly. Deployment of the specified
standard applications through bDeploy broadly proceeded as planned. The five reference clients envisaged in
the project proposal were not all completed owing to time constraints; four clients were fully provisioned.
After the faults described in the test rollout had been resolved, the four provisioning runs actually performed
completed without further functional problems. The success rate for these four completed test runs was
therefore 100%, as evidenced by the results screenshots in section 4.1. This did not invalidate the pilot
rollout’s functional objective, since operating system installation, baseline software deployment and

inventory collection were all successfully demonstrated.
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5.2 Time management

The project work was carried out in separate time windows. Net project time remained limited to 40 hours.

Waiting periods, approvals and work performed by other departments were not counted as the candidate’s

project time; only time spent directly on planning, implementation, testing, research and documentation was

included.

As work in the PoC subnet was not permitted to disrupt ongoing operations, production processes took

priority. Periods without immediate technical progress were therefore used for research, information

gathering, checking technical dependencies and preparing documentation alongside the project, provided that

these tasks did not overlap with other duties and appointments the candidate had at times.

Time window

08.05.

11.05.-12.05.

13.05.-19.05.

20.05.

21.05.-28.05.

29.05.

31.05.

Total

Main activities

Foundations for server provisioning in vSphere and
preparation of the technical starting point

Installation and initial configuration of Windows
Server, baramundi Management Suite, database
connection and DIP

Isolation of Empirum interference, research,
information gathering and preparation of the
documentation framework during interrupted
project phases; including 2.4 h of documentation
preparation and 5.0 h of contingency/research time

Agreement on the next steps and coordination of the
required maintenance window as
contingency/coordination time

Contingency period for research, checking technical
dependencies and coordination while
implementation remained restricted

Maintenance window with the Empirum server
switched off, final test rollout, driver adjustment,
ProductKey correction and validation

Completion, formal cross-checking and final
correction of the project documentation

Net time

1.6h

12.0h

7.4 h

1.0h

20h

8.0h

8.0h

40.0 h
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Distribution of project time (40.0 h)

Documentation

Contingency, research and |
coordination

Figure 45: Distribution of project time by net effort

Implementation therefore accounted for 21.6 hours. Documentation comprised 2.4 hours of preparation
alongside the project and 8.0 hours of final correction, totalling 10.4 hours. The remaining contingency,
research and coordination activities accounted for 8.0 hours. The extended calendar period therefore did not

result in the permitted project time being exceeded.

5.3 Conclusion and outlook

5.3.1 Conclusion

The migration of the endpoint management infrastructure from Matrix42 Empirum to the baramundi
Management Suite was successfully completed within the planned timeframe. The central technical
requirements were implemented without fundamental departures from the project plan. These included, in
particular, stabilised Windows 11 deployment through UEFI PXE, provision of standard software through

bDeploy and integration of the basic management and patch management functions.

Following troubleshooting, the relevant deployments were successful in the test environment. This does not
mean that every individual operation is inherently risk-free; within the defined project scope, however, the

outcome was stable and verifiable.

5.3.2 Outlook

The next phase is intended to extend the baramundi Management Agent gradually across the authority’s
remaining client estate. A later project stage should also assess whether the Mobile Device Management

module could usefully provide consistent, centralised management of mobile endpoints.

The economic assessment indicates that reduced processing times and improved standardisation could have a

positive effect on ongoing operating costs. Responsibility for packaging and software deployment can also
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be shared among more employees. This reduces dependence on individual specialists while increasing

operational flexibility.

5.4 Lessons learned / reflections

Alongside the technical findings, the project provided greater insight into working processes within a
professional IT environment. Implementation showed that informed, regular coordination between the
departments involved is an essential prerequisite for resolving technical issues. Responsibilities, prerequisites
and changes should be clarified as early as possible, particularly for network segmentation, DHCP/PXE

dependencies, service accounts and server provisioning.

It also became clear that patience and a systematic approach are crucial when analysing faults. Not every
problem could immediately be attributed to a single application component, process or configuration. Causes
could only be isolated and resolved verifiably by checking the server configuration, network paths,

permissions and baramundi settings step by step.
Practical knowledge and skills were expanded particularly in the following areas:

® Virtualisation environments

* Provisioning and checking the server VM in vSphere

¢ Relationship between VM configuration, network connectivity and operating system installation
e Initial Windows Server configuration

* Configuring a static IP address

® Configuring the server’s DNS connection

® Preparing the server to run the baramundi Management Suite
®  Active Directory and permissions

e  Working with administration groups

e Setting up service accounts and local permissions

e Importance of a clear permissions model for installation, operation and troubleshooting
* Network and deployment dependencies

® Coordinating DHCP, PXE and TFTP

¢ Accounting for VLAN and DMZ segmentation

® Connecting and testing clients

* Recognising that OS deployment cannot be considered solely in terms of the management server
® baramundi architecture

e Interaction between Management Server, DIP/baraDIP, bMA, bDeploy, patch management and

inventory collection

¢ Understanding the architecture through practical configuration and pilot operation
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e  Structured fault analysis
®  Analysis of the IPv4/IPv6 or vSphere network problem
* Recognising that fault symptoms often originate somewhere other than the point at which they
become visible
Future projects would therefore benefit from even earlier coordination of the technical prerequisites and

consistent documentation of dependencies.

During preparation of the documentation, the technical processes triggered by the respective GUI actions
were examined in greater depth. The following overview summarises the steps and background processes in

this OS deployment lifecycle:

WINDOWS OS DEPLOYMENT PROCESS

Step 1 Step 2 Step 3 (optional) Step 4 Step 5 Step 6
Windows ISO WIM preparation Image customisation Provisioning in Creating the Client startup
integration / base image (drivers / updates) the bMS module boot media and installation

I1SO import — install.wim Edition — mount — bOCT DISM — save changes OS-Install — job — profile WIinPE — drivers — wizard WiInPE — WIM — setup

Step 1: Integrating the Windows ISO into baramundi

¢ Importing the Windows ISO: reading the original ISO media [Windows ISO: standard operating system
image file. Keywords: source media, ISO image].

¢ Extracting install.wim: unpacking the central file container [install.wim: Microsoft’s file-based image
format for system files. Keywords: WIM[22], image file].

¢ Image analysis: reading the available Windows editions for selection.

Step 2: WIM preparation / base image

¢ Edition selection: selecting the target version, for example Windows 11 Enterprise LTSC [Windows
edition: operating system variant for enterprise use. Keywords: LTSC, Windows version].

¢  Preparation: mounting the image for offline customisation [Mounting: attaching a virtual image for
offline modification. Keywords: DISM[21], offline mount].

® Handover to bOCT[10]: providing the base WIM in the OS Customization Tool [OS Customization

Tool: baramundi configuration tool for image customisation. Keywords: bOCT, image preparation].

Step 3: Image customisation (optional)

® Driver integration: offline injection of hardware-level INF drivers [Hardware drivers: low-level drivers

for chipsets, networking and storage. Keywords: INF integration, DISM injection].
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¢ Integrating updates: incorporating cumulative security updates [Windows updates: offline patch
integration to reduce subsequent patching effort. Keywords: slipstreaming, patch integration].
e Saving: unmounting and permanently saving the changes (commit) [Commit: saving the changes made

to the WIM image. Keywords: Save-Changes, commit action].

Step 4: Provisioning in the baramundi OS-Install module

¢ Image import: loading the customised WIM image into the OS-Install module [baramundi OS-Install:
baramundi module for automated operating system deployment. Keywords: OS deployment, bMS
module].

® Job association: assigning the image to the relevant installation jobs [Deployment jobs: installation steps
executed sequentially on the client. Keywords: bMS job, task chain].

e Target group definition: linking the job to the target hardware profiles [Target groups / profiles:

conditions for dynamic distribution to endpoints. Keywords: client group, profile assignment].

Step 5: Creating the boot media

*  WIinPE startup environment: creating a minimal boot operating system in RAM [WinPE: minimal
operating system in memory for preparing setup. Keywords: preinstallation, RAM disk].

® PE driver integration: incorporating essential network and storage drivers [Boot drivers: NIC and
controller drivers essential for WinPE startup. Keywords: NIC drivers, storage drivers].

® Wizard output: creating the startup media (PXE or USB media) using the Boot Media Wizard [Boot
Media Wizard: wizard for creating bootable media. Keywords: bBBMW, ISO output].

Step 6: Client startup and installation

®  WIinPE boot: starting the client in the WinPE environment via PXE or USB [WinPE boot: the client
startup phase within the WinPE runtime environment. Keywords: boot phase, PE startup].

¢ Image retrieval: establishing the network connection and downloading the WIM image from the DIP.

e Setup execution: extracting the WIM image and performing a fully automated installation (Unattended
Setup[12]) [Unattended Setup: unattended Windows installation using an answer file

(autounattend.xml[23]). Keywords: autounattend.xml, silent install].

Appendix A: Glossary and sources

1 Matrix42 Empirum: endpoint management and software deployment solution replaced as the existing client
management environment in the project. Source: Matrix42 documentation. [Return to the reference in the

report]
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https://docs.matrix42.com/en_US/1114797_installation-and-configuration-of-empirum

2 baramundi Management Suite (bMS): unified endpoint management platform for centralised management
of inventory collection, software deployment, patch management and operating system deployment. Source:

baramundi product page. [Return to the reference in the report]

3 Distributed Installation Point (DIP) / baraDIP: baramundi component for providing and synchronising
installation sources, software packages and deployment data. Source: baramundi system requirements.

[Return to the reference in the report]

4 bConnect interface: HTTPS-based interface of the baramundi Management Suite for connecting external

systems and components. Source: baramundi Interfaces. [Return to the reference in the report]

5 bDeploy: baramundi function for packaging and automatically deploying software to managed endpoints.

Source: baramundi Management Suite. [Return to the reference in the report]

6 Boot Media Wizard: wizard for creating bootable WinPE media for PXE- or USB-based operating system

deployment. Source: baramundi Help Center. [Return to the reference in the report]

7 PXE/TFTP: mechanisms for booting a client over the network and transferring the necessary boot files.

Source: Microsoft PXE troubleshooting. [Return to the reference in the report]

8 baramundi Management Agent (bMA): client component of the baramundi environment used to control
inventory collection, job execution and software deployment on endpoints. Source: baramundi Management

Suite. [Return to the reference in the report]

9 bBT: transfer mechanism used in the baramundi environment for data access between the client, service

account and DIP structure. Source: baramundi system requirements. [Return to the reference in the report]

10 bOCT / OS Customization Tool: baramundi tool for preparing and customising Windows images as part

of operating system deployment. Source: baramundi Help Center. [Return to the reference in the report]

11 baramundi OS-Install: baramundi module for automated operating system installation and association of

images with installation jobs. Source: baramundi Management Suite. [Return to the reference in the report]

12 Unattended Setup: unattended Windows installation in which settings are supplied automatically through

an answer file. Source: Microsoft Unattended Setup Reference. [Return to the reference in the report]

13 ASP.NET Core Runtime: Microsoft runtime environment for running ASP.NET Core applications and

web-based server components. Source: Microsoft .NET installation. [Return to the reference in the report]

14 Software dependencies: technical prerequisites such as runtime environments, libraries or services

required to install and operate an application. Source: project context. [Return to the reference in the report]

15 ErrorLevel 3010: return-code evaluation in scripts; code 3010 typically indicates a successful installation
requiring a restart. Source: Microsoft Windows Installer Error Messages. [Return to the reference in the

report]
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https://learn.microsoft.com/en-us/windows/win32/msi/error-codes
https://learn.microsoft.com/en-us/dotnet/core/install/windows
https://learn.microsoft.com/en-us/windows-hardware/customize/desktop/unattend
https://www.baramundi.com/en-gb/products/baramundi-management-suite
https://www.baramundi.com/en/helpcenter
https://www.baramundi.com/en-gb/resources/system-requirements
https://www.baramundi.com/en-gb/products/baramundi-management-suite
https://www.baramundi.com/en-gb/products/baramundi-management-suite
https://learn.microsoft.com/en-us/troubleshoot/mem/configmgr/os-deployment/boot-from-pxe-server
https://www.baramundi.com/en/helpcenter
https://www.baramundi.com/en-gb/products/baramundi-management-suite
https://www.baramundi.com/en-gb/management-suite/interfaces
https://www.baramundi.com/en-gb/resources/system-requirements
https://www.baramundi.com/en-gb/products/baramundi-management-suite
https://www.baramundi.com/en-gb/products/baramundi-management-suite

16 MSW and patch sources: baramundi sources for Managed Software and patch data provided or processed

through the DIP. Source: baramundi Managed Software. [Return to the reference in the report]

17 BDS files: baramundi data or control files read and processed by the server services. Source: baramundi

project context. [Return to the reference in the report]

18 DIP$: administrative Windows share of the Distributed Installation Point for server-side access to

installation and package data. Source: baramundi system requirements. [Return to the reference in the report]

19 bCenter connection: connection of the baramundi Management Console or server components to the bMS
database and management environment. Source: baramundi Help Center. [Return to the reference in the

report]

20 Windows ADK: Microsoft toolset for Windows deployment, image customisation and creation of WinPE

environments. Source: Microsoft Learn. [Return to the reference in the report]

21 DISM: Deployment Image Servicing and Management; Microsoft tool for servicing, checking and

modifying Windows images. Source: Microsoft Learn. [Return to the reference in the report]

22 WIM image: file-based Windows image format for storing and distributing Windows installation or boot

images. Source: Microsoft DISM documentation. [Return to the reference in the report]

23 autounattend.xml: answer file for unattended Windows installation that supplies setup options

automatically. Source: Microsoft Unattended Setup. [Return to the reference in the report]

24 DHCP options 66 and 67: DHCP boot parameters: option 66 identifies the boot server, and option 67
specifies the startup file to load. Source: Microsoft PXE troubleshooting. [Return to the reference in the

report]

25 bootx64.efi: UEFI startup file for 64-bit systems that can be loaded as a bootloader during network

startup. Source: Microsoft PXE troubleshooting. [Return to the reference in the report]
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https://learn.microsoft.com/en-us/troubleshoot/mem/configmgr/os-deployment/boot-from-pxe-server
https://learn.microsoft.com/en-us/troubleshoot/mem/configmgr/os-deployment/boot-from-pxe-server
https://learn.microsoft.com/en-us/windows-hardware/manufacture/desktop/automate-windows-setup
https://learn.microsoft.com/en-us/windows-hardware/manufacture/desktop/work-with-windows-images
https://learn.microsoft.com/en-us/windows-hardware/manufacture/desktop/what-is-dism
https://learn.microsoft.com/en-us/windows-hardware/get-started/adk-install
https://www.baramundi.com/en/helpcenter
https://www.baramundi.com/en-gb/resources/system-requirements
https://www.baramundi.com/en-gb/products/managed-software
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